
Zigbee 4.0 builds on the proven foundation of Zigbee 3.0, adding new capabilities that enhance 
security, interoperability, range, network performance, and the user experience. Unified 
commissioning across Zigbee 4.0, Zigbee 3.0, and Smart Energy simplifies device onboarding 
and integration, while optimized rejoining improves power efficiency and enables better parent 
selection for more reliable networks. With backward compatibility, Zigbee 4.0 protects existing 
investments while providing a flexible platform for the next generation of smart home, commercial, 
industrial, and energy applications.

Features Deep Dive

Backward 
Compatibility

Fully backwards compatible 
with Zigbee 3.0 devices 
to provide continued 
support with existing 

infrastructure.

Devices connected to a 
centralized network must 

ensure they have a verified 
Trust Center link key.

Verified Trust 
Center Link Key

Fragmentation 
Capabilities

Devices advertise their 
fragmentation capabilities 

to support larger 
data envelopes.

Trust Center 
Policy

Zigbee 4.0 devices connect 
to a network according 

to the capabilities of the 
Trust Center.

Sub-GHz 
Frequencies

Sub-GHz may be supported 
to work on the same 

network as 2.4GHz devices 
for extended reach and 
obstacle penetration.

Enhanced 
Commissioning 

and Control 
Enables seamless Zigbee 
device onboarding and 
control via Bluetooth® 

Low Energy.

Peer-to-Peer 
Link Keys

Devices may set up 
application link keys 

with their peers 
that are non-Trust 

Center devices.

Key 
Negotiation

Devices have a choice of 
key negotiation methods 

Zigbee 3.0 and SPEKE 
(Simple Password 

Exponential Key Exchange) 
using elliptic curves.

Certificate- 
based Key 
Exchange
Extends the use of 

certificate-based key 
exchange security for 

use cases beyond 
Smart Energy. 

Rejoin
Maintains connectivity 

with the Trust Center and 
reestablishes the connection 

when lost using a 
comprehensive rejoin 

algorithm.



Zigbee 4.0 introduces important enhancements to security, device commissioning, network 
management, and reliability, while providing greater flexibility in how devices connect and 
operate across the network. For existing Zigbee products, migration can be straightforward where 
devices with sufficient hardware capabilities and platform resources may be upgraded to Zigbee 
4.0 through an over-the-air (OTA) software update, helping manufacturers extend existing product 
investments while taking advantage of the latest Zigbee capabilities.

Learn more at www.csa-iot.org/zigbee and start building 
with Zigbee today!

Zigbee 4.0 Security Enhancements Highlight

Features Deep Dive

Replaces static or globally shared 
install-code–derived keys
Link keys are:

•	 Uniquely generated per device
•	 Rotatable post-commissioning

Mitigates:
•	 Key reuse attacks
•	 Compromise of install codes 

during manufacturing or 
distribution

Dynamic Link key (DLK)

Mandatory post-join capability and 
security assessment by the Trust Center
Verifies:

•	 Supported security features
•	 Key types in use
•	 Compliance with Zigbee 4.0 secu-

rity requirements
Enables policy-based acceptance or 
restriction of devices

Device Interview

APS frame counter resynchronization:
•	 Prevents replay-protection failures 

when devices lose counter state 
after reset or power loss

Secure counter recovery mechanism:
•	 Preserves replay protection 

guarantees
•	 Avoids network leave/rejoin cycles

Critical for:
•	 Battery-powered end devices
•	 Field-deployed products with 

long lifetimes

APS Frame Counter Sync

Network maintenance operations are 
now cryptographically protected
Channel changes and PAN ID updates:

•	 Are authenticated and 
integrity-protected

•	 Cannot be spoofed by rogue 
devices

Prevents:
•	 Network hijacking
•	 Forced denial-of-service via fake 

network update commands
•	 Ideal for dense RF and multi- 

network environments

Secured Channel & 
PAN ID Changes

Limits device capabilities immediately 
after joining
Device cannot:

•	 Control other devices
•	 Issue sensitive cluster commands

Elevated permissions granted only 
after successful validation

Restricted Mode

Enables secure replacement of the 
Trust Center without rebuilding the 
network
Use cases:

•	 Gateway hardware failure
•	 Cloud-to-cloud migration
•	 Product lifecycle upgrades

Preserves:
•	 Network keys
•	 Device trust relationships
•	 Eliminates forced factory reset 

scenarios for deployed devices

Trust Center Swap Out

https://www.csa-iot.org/zigbee

